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A-00000485254

Report

2

June 2020

Department of State, Bureau of
International Narcotics and Law
Enforcement Affairs (“INL”)

Released in
Part (“RIP”)

(b)(7)(E)

DESCRIPTION: This document is a two-page report titled “Implementing Partners in El Salvador” and includes two tables that list the
Department of State (“State” or “Department”) partner governmental agencies and non-profit organizations engaged in various programs related to
law enforcement training and support, technical support, and data sharing with El Salvador and/or various other Central American countries. For
each program listed in the report, the tables identify the partner agency or organization along with, inter alia, the name of the program, program
purpose, program location, amount of program funding, and program start and end dates. The Department released the entirety of this report
except for select data points related to three of the programs listed in the two tables.
The Department withheld information in this report pursuant to FOIA Exemption 7(E), 5 U.S.C. § 522(b)(7)(E), upon request by federal law
enforcement agencies, including Customs and Border Protection (“CBP”) and the Federal Bureau of Investigation (“FBI”), because disclosure of
this information would reveal details related to U.S. Government law enforcement training and support, technical support, and data sharing
programs in foreign countries. These details reflect specific information about, for example, the particular location and amount of funding of
specific law enforcement programs. Law enforcement agencies like CBP and FBI have limited resources that they must allocate strategically to
effectively pursue their law enforcement and intelligence gathering missions. Revealing, for example, the amount of money the FBI has paid or
plans to pay in order to implement certain investigative techniques would reveal the FBI’s level of focus on certain types of law enforcement or
intelligence gathering, and as a result, would reveal where the FBI’s strengths and weaknesses lie within the spectrum of illegal activities it is
mandated to investigate. Releasing this information would give criminals the opportunity to structure their activities in a manner which avoids the
FBI’s strengths and exploits its weaknesses. Likewise, release of this sensitive, non-public information regarding where and the extent to which
the U.S. Government supports law enforcement programs in foreign countries could assist individuals and organizations seeking to circumvent the
law enforcement objectives that these programs are designed to address. Disclosure of this information therefore could reasonably be expected to
risk circumvention of the law and is properly redacted under FOIA Exemption 7(E).
The Department conducted a thorough review of the document and determined that there is no additional meaningful, non-exempt information that
may be reasonably segregated and released.
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A-00000485252

Draft Proposal

10

January 2020

INL; Department of Homeland
Security (“DHS”)

Denied in Full
(“DIF”)

Exemptions

(b)(5)
(Deliberative
Process Privilege
(“DPP”)); (b)(6);
(b)(7)(C);
(b)(7)(E)
DESCRIPTION: This document is a 10-page working draft of a proposal from the Department of State, Bureau of International Narcotics and
Law Enforcement Affairs (“INL”) to the Department of Homeland Security (“DHS”) providing an overview of a biometric data sharing program
under consideration for implementation in El Salvador, including operational details, types of information collected, partner organizations
involved, program oversight, safeguards, and equipment provided.
The Department withheld the draft proposal, which reflects draft text, together with comments, prepared by INL for DHS review, under FOIA
Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the deliberative process privilege. The draft proposal was drafted by DHS in coordination with the
INL section at Post for review, input, and potential approval by an INL and Bureau of Counterterrorism (“CT”) co-chaired interagency working
group on biometrics cooperation in the Western Hemisphere. The draft proposal is pre-decisional with respect to interagency policy on the
potential establishment of a biometric data sharing program between the United States and El Salvador, including specific details with respect to if
and how such a program would be implemented in El Salvador. The draft proposal also is deliberative because it reveals INL’s and DHS’s
preliminary proposals about the terms of the proposed biometric data sharing initiative between the United States and El Salvador. Reasonably
foreseeable harm would result from release of this information. In particular, the release of this information would chill the open and frank
discussions in which U.S. Government officials engage when they negotiate and draft interagency proposals, as well as the willingness of U.S.
Government officials to make suggestions regarding such proposals and the content therein. Likewise, disclosure of this information would also
impede the ability of responsible Department officials to formulate and carry out executive branch programs by inhibiting candid internal
discussion and the expression of recommendations and judgments regarding a preferred course of action.
The Department withheld the name and other personally identifiable information of a DHS official pursuant to FOIA Exemptions 6 and 7(C), 5
U.S.C. §§ 552(b)(6), (b)(7)(C). Federal employees involved in law enforcement by nature of their work possess protectable privacy interests in
their identities. Release of this information could reasonably be expected to harm the personal privacy of this individual, who is reasonably likely
to face harassment or unsolicited attention for his or her involvement with the proposed biometric data sharing program in El Salvador. As a result,
release of this information would constitute an unwarranted invasion of personal privacy, and any minimal public interest in the exact identity of
the official does not outweigh the potential harm in disclosure.
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The Department withheld information in this draft proposal pursuant to FOIA Exemption 7(E), 5 U.S.C. § 522(b)(7)(E), because disclosure of this
information would reveal techniques and procedures for law enforcement investigations and prosecutions that form part of the proposed biometric
data sharing program in El Salvador. These law enforcement techniques and procedures include operational details such as the equipment, training,
and support needed for the proposed biometric data sharing program, as well as the types of information collected in connection with the program,
including information about the context and geographic location of the collected information. Release of this sensitive, non-public information
regarding how and the extent to which the U.S. Government supports law enforcement programs like this proposed biometric data sharing program
in foreign countries could assist individuals and organizations seeking to circumvent the law enforcement objectives that these programs are
designed to address. Disclosure of this information therefore could reasonably be expected to risk circumvention of the law and is properly
redacted under FOIA Exemption 7(E).
The Department conducted a thorough review of the document and determined that there is no meaningful, non-exempt information that may be
reasonably segregated and released.
A-00000485251

Draft Memorandum
of Understanding

8

March 2020

INL; Department of Homeland
DIF
(b)(5) (DPP);
Security, Office of Strategy,
(b)(6); (b)(7)(E)
Planning and Policy (“PLCY”)
DESCRIPTION: This document is an unsigned, draft Memorandum of Understanding (“MOU”) between the Department of State, Bureau of
International Narcotics and Law Enforcement Affairs (“INL”) and the Department of Homeland Security, Office of Strategy, Planning and Policy
(“PLCY”) outlining a proposed framework for the expansion of biometric information collection and information sharing in the Western
Hemisphere to combat international criminal activity. The MOU describes the scope of biometric information to be collected and exchanged and
the personnel and equipment necessary for the collection and exchange, the procedure for cooperation, and the role of each agency with respect to
the collaborative framework outlined in the draft MOU.
The Department withheld this information under FOIA Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the deliberative process privilege. The draft
MOU was co-drafted by INL and the Department of Homeland Security for review, input, and potential approval and signature by INL’s Director
for Western Hemisphere Programs, along with PLCY. The unsigned, draft MOU is pre-decisional with respect to interagency policy on the
expansion of biometric information collection and information sharing in the Western Hemisphere and a decision by the agencies to enter into and
sign a final MOU. The unsigned, draft MOU also is deliberative because it reveals INL’s and PLCY’s preliminary proposals about the terms of the
MOU. Reasonably foreseeable harm would result from release of this information. In particular, the release of this information would chill the
open and frank discussions in which U.S. Government officials engage when they negotiate and draft interagency arrangements, as well as the
willingness of U.S. Government officials to make suggestions regarding such arrangements. Likewise, disclosure of this information would also
impede the ability of responsible Department officials to formulate and carry out executive branch programs by inhibiting candid internal
discussion and the expression of recommendations and judgments regarding a preferred course of action.
3
IARC v. U.S. Dep’t of Homeland Security, et al.
Case No. 1:21-cv-01235
U.S. Department of State Draft Vaughn Index

PROVIDED TO PLAINTIFF AS PART OF SETTLEMENT DISCUSSIONS PURSUANT TO FED. RULE OF EVIDENCE 408
Doc. No.

Doc. Type

Pages

Date / Date
Range

Author(s) / Recipient(s)

Review Result

Exemptions

The Department withheld the name and email address of an INL official pursuant to FOIA Exemption 6, 5 U.S.C. § 552(b)(6). Disclosure of this
information could subject the individual to unwanted attention, harassment, or unsolicited communications, and disclosure of this information
would shed no light on the operations of the Department or the U.S. Government more broadly. The substantial privacy interest in this information
therefore clearly outweighs any public interest in disclosure. Consequently, release of this information would constitute an unwarranted invasion
of personal privacy, and the information is exempt from disclosure under FOIA Exemption 6.
The Department withheld information in this draft MOU pursuant to FOIA Exemption 7(E), 5 U.S.C. § 522(b)(7)(E), because disclosure of this
information would reveal techniques and procedures to combat international criminal activity detailed in the draft MOU. These law enforcement
techniques and procedures include the specific types of biometric data sharing, as well as the types of assistance provided to and cooperation with
foreign countries contemplated by INL and PLCY. Release of this sensitive, non-public information regarding how and the extent to which the
U.S. Government supports biometric data sharing with foreign countries could assist individuals and organizations seeking to circumvent the law
enforcement objectives that these biometric data sharing programs are designed to address. Disclosure of this information therefore could
reasonably be expected to risk circumvention of the law and is properly redacted under FOIA Exemption 7(E).
The Department conducted a thorough review of the document and determined that there is no meaningful, non-exempt information that may be
reasonably segregated and released.
A-00000485250 Draft Paper
5
January 2014
INL; DHS
DIF
(b)(5) (DPP)
DESCRIPTION: This document is a draft paper created by the Department of State, Bureau of International Narcotics and Law Enforcement
Affairs (“INL”) that describes the potential establishment of an information sharing initiative between the United States and El Salvador under the
auspices of the Department of Homeland Security’s Criminal History Information Sharing (“CHIS”) program. The draft version of the paper
contains draft, highlighted text; open questions; and placeholders for additional information to be added in several sections.
The Department withheld the draft paper under FOIA Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the deliberative process privilege. The draft
workplan was drafted by INL and the Department of Homeland Security for review, input, and potential approval by INL’s Executive Office
Director. The draft paper is pre-decisional with respect to interagency policy on the establishment of an information sharing initiative between the
United States and El Salvador under the CHIS program, including specific details with respect to if and how the CHIS program would be
implemented in El Salvador. The draft paper also is deliberative because it reveals INL’s preliminary proposals about the terms of the proposed
information sharing initiative between the United States and El Salvador. Reasonably foreseeable harm would result from release of this
information. In particular, the release of this information would chill the open and frank discussions in which Department officials engage when
they negotiate and draft internal papers, as well as the willingness of Department officials to make suggestions regarding such written work product
and the content therein. Likewise, disclosure of this information would also impede the ability of responsible Department officials to formulate and
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carry out executive branch programs by inhibiting candid internal discussion and the expression of recommendations and judgments regarding a
preferred course of action.
The Department conducted a thorough review of the document and determined that there is no meaningful, non-exempt information that may be
reasonably segregated and released.
A-00000485248

Draft Proposal

1

February 2019

INL

RIP

(b)(5) (DPP);
(b)(7)(E)
DESCRIPTION: This document is a draft version of a one-page proposal from the Department of State, Bureau of International Narcotics and
Law Enforcement Affairs (“INL”) to potentially expand biometric data sharing between the United States and El Salvador. The proposal
contemplates biometric data sharing using the Department of Homeland Security’s Automated Biometric Identification System (“IDENT”)
database.
The Department withheld information in the draft proposal under FOIA Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the deliberative process
privilege. The draft proposal was drafted by INL for review, input, and potential approval by INL’s Section Director in El Salvador and the
Government of El Salvador. The draft proposal is pre-decisional with respect to any proposal that was ultimately finalized by INL, as well as with
respect to whether such a proposal was ultimately adopted and implemented by INL. The draft proposal also is deliberative because it reveals
INL’s preliminary suggestions and recommendations about the terms of the proposed expansion of biometric data sharing between the United
States and El Salvador. Reasonably foreseeable harm would result from release of this information. In particular, the release of this information
would chill the open and frank discussions in which Department officials engage when they negotiate and draft proposals, as well as the
willingness of Department officials to make suggestions regarding such written work product and the content therein. Likewise, disclosure of this
information would also impede the ability of responsible Department officials to formulate and carry out executive branch programs by inhibiting
candid internal discussion and the expression of recommendations and judgments regarding a preferred course of action.
The Department withheld information in this draft proposal pursuant to FOIA Exemption 7(E), 5 U.S.C. § 522(b)(7)(E), because disclosure of this
information would reveal techniques and procedures for law enforcement investigations and prosecutions included in the proposed expanded
biometric data sharing program in El Salvador. These law enforcement techniques and procedures include operational details such as INL support
needed for the proposed expanded biometric data sharing program, as well as the types of information collected in connection with the program.
Release of this sensitive, non-public information regarding how and the extent to which the U.S. Government supports law enforcement programs
like this proposed expanded biometric data sharing program in foreign countries could assist individuals and organizations seeking to circumvent
the law enforcement objectives that these programs are designed to address. Disclosure of this information therefore could reasonably be expected
to risk circumvention of the law and is properly redacted under FOIA Exemption 7(E).
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The Department conducted a thorough review of the document and determined that there is no additional meaningful, non-exempt information that
may be reasonably segregated and released.
A-00000485247

U.S. Government
Interagency
Agreement (“IAA”)

5

September 2016

INL; Department of Homeland
Security, Immigration and
Customs Enforcement (“ICE”)

DIF

(b)(5) (DPP);
(b)(6); (b)(7)(C)

A-00000485244 IAA
5
INL; ICE
RIP
(b)(6); (b)(7)(C)
DESCRIPTION: Documents A-00000485247 and A-00000485244 are, respectively, a five-page working draft and a five-page, signed, final
Interagency Agreement (“IAA”) between the Department of State, Bureau of International Narcotics and Law Enforcement Affairs (“INL”) and the
Department of Homeland Security, Immigration and Customs Enforcement (“ICE”), regarding the completion of the Criminal Youth Gang
Initiative and the expiration of funding for the initiative. The IAA indicates that the performance period for the Criminal Youth Gang Initiative
ended on September 30, 2016, which marked completion of the program. The Department released the entirety of Document A-00000485244, the
signed, final IAA, except for certain names and other identifying information of the Program Officials and the Funding Officials of the INL and
ICE employees who approved the IAA.
The Department withheld in full Document A-0000048247, the draft IAA, under FOIA Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the
deliberative process privilege. The draft IAA was drafted by INL for review, input, and ultimately approval and signature by the INL and ICE
Program Officials and Funding Officials listed in Sections 37 and 38 of Document A-00000485244, the signed, final IAA. The draft IAA is predecisional with respect to the signed, final IAA, and is deliberative because it reveals INL’s and ICE’s preliminary proposals about the terms of the
IAA. Reasonably foreseeable harm would result from release of this information. In particular, the release of this information would chill the open
and frank discussions in which U.S. Government officials engage when they negotiate and draft interagency agreements, as well as the willingness
of U.S. Government officials to make suggestions regarding such agreements. Likewise, disclosure of this information would also impede the
ability of responsible Department officials to formulate and carry out executive branch programs by inhibiting candid internal discussion and the
expression of recommendations and judgments regarding a preferred course of action.
The Department withheld the names and other personally identifiable information of U.S. Government personnel pursuant to FOIA Exemption 6, 5
U.S.C. § 552(b)(6). Disclosure of this information could subject the individuals to identity theft, unwanted attention, harassment, or unsolicited
communications, and disclosure of this information would shed no light on the operations of the Department, ICE, or the U.S. Government more
broadly. The substantial privacy interest in this information therefore clearly outweighs any public interest in disclosure. Consequently, release of
this information would constitute an unwarranted invasion of personal privacy, and the information is exempt from disclosure under FOIA
Exemption 6.
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The Department also withheld the telephone numbers and email addresses of the ICE Program Officials and the Funding Officials who approved
the IAA under FOIA Exemption 7(C), 5 U.S.C. § 552(b)(7)(C), upon request by ICE. Federal employees involved in law enforcement by nature of
their work possess protectable privacy interests in their identities. Release of this information could reasonably be expected to harm the personal
privacy of these individuals, who are reasonably likely to face harassment for decisions they have made in connection with programs like the
Criminal Youth Gang Initiative. As a result, release of this information would constitute an unwarranted invasion of personal privacy, and any
minimal public interest in the telephone numbers and email addresses of the ICE Program Officials and the Funding Officials who approved the
IAA does not outweigh the potential harm in disclosure.
The Department conducted a thorough review of these documents and determined that there is no additional meaningful, non-exempt information
that may be reasonably segregated and released.
A-00000485246

E-mail

1

January 5, 2022

INL; ICE; Department of
RIP
(b)(6); (b)(7)(C)
Homeland Security, Customs and
Border Protection
DESCRIPTION: This document is a one-page interagency email from a Department of State, Bureau of International Narcotics and Law
Enforcement Affairs (“INL”) official to other officials in INL, as well as to a Department of Homeland Security Customs and Border Protection
(“CBP”) official and a Department of Homeland Security Immigration and Customs Enforcement (“ICE”) official. The email references an ICE
Homeland Security Investigations (“HSI”) presentation on ICE’s Biometric Identification Transnational Migration Alert Program (“BITMAP”)
technologies in connection with a Department of State-HSI interagency agreement. The Department released this document in part, withholding
only the names of INL, CBP, and ICE officials.
The Department withheld the names and other personally identifiable information of U.S. Government personnel pursuant to Exemption 6, 5
U.S.C. § 552(b)(6). Disclosure of this information could subject the individuals to identity theft, unwanted attention, harassment, or unsolicited
communications, and disclosure of this information would shed no light on the operations of the Department, CBP, ICE, or the U.S. Government
more broadly. The substantial privacy interest in this information therefore clearly outweighs any public interest in disclosure. Consequently,
release of this information would constitute an unwarranted invasion of personal privacy, and the information is exempt from disclosure under
FOIA Exemption 6.
The Department also withheld the names, telephone numbers, and email addresses of the CBP and ICE officials who received this email pursuant
to FOIA Exemption 7(C), 5 U.S.C. § 552(b)(7)(C), upon request by CBP and ICE. Federal employees involved in law enforcement by nature of
their work possess protectable privacy interests in their identities. Release of this information could reasonably be expected to harm the personal
privacy of these individuals, who are reasonably likely to face harassment for decisions they have made in connection with BITMAP. As a result,
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release of this information would constitute an unwarranted invasion of personal privacy, and any minimal public interest in the exact identities of
the officials does not outweigh the potential harm in disclosure.
The Department conducted a thorough review of the document and determined that there is no additional meaningful, non-exempt information that
may be reasonably segregated and released.
A-00000485245

Draft Report

29

June - July 2019

INL; Department of State, Bureau
DIF
(b)(5) (DPP);
of Counterterrorism (“CT”)
(b)(7)(E)
DESCRIPTION: This document is a draft version of a report from the Department of State summarizing several biometric programs and data
sharing operations, including the Department of Homeland Security’s Automated Biometric Identification System (“IDENT”) and Immigration and
Customs Enforcement’s Biometric Identification Transnational Migration Alert Program (“BITMAP”), as well as strategic goals, objectives, and
the potential for future interagency collaboration for biometric data sharing with countries in the Western Hemisphere. The draft version contains
edits, placeholders for several unwritten sections of the report, comments, and proposed track changes.
The Department withheld this information under FOIA Exemption 5, 5 U.S.C. § 552(b)(5), pursuant to the deliberative process privilege. The draft
report was co-drafted by the Department of State, Bureau of International Narcotics and Law Enforcement Affairs (“INL”) and the Bureau of
Counterterrorism (“CT”) for review, input, and potential approval by INL’s Assistant Secretary and CT’s Coordinator. The draft report is predecisional with respect to interagency policy on the establishment, implementation, and expansion of biometric programs and data sharing
initiatives with countries in the Western Hemisphere. The draft report also is deliberative because it reveals the Department’s preliminary
proposals about the proposed biometric programs and data sharing initiatives with countries in the Western Hemisphere. Reasonably foreseeable
harm would result from release of this information. In particular, the release of this information would chill the open and frank discussions in
which Department officials engage when they draft reports on sensitive issues like proposed biometric data sharing with partner countries, as well
as the willingness of Department officials to make suggestions regarding such written work product and the content therein. Likewise, disclosure
of this information would also impede the ability of responsible Department officials to formulate and carry out executive branch programs by
inhibiting candid internal discussion and the expression of recommendations and judgments regarding a preferred course of action.
The Department withheld information in this draft report pursuant to FOIA Exemption 7(E), 5 U.S.C. § 522(b)(7)(E), because disclosure of this
information would reveal techniques and procedures for law enforcement investigations and prosecutions that are incorporated into the various
biometric programs and data sharing operations outlined in the draft report. The draft report also details the strengths, weaknesses, and operational
capabilities of the various biometric programs and data sharing operations outlined in the draft report. Release of this sensitive, non-public
information regarding U.S. Government biometric programs and data sharing operations and the implementation of these programs in countries in
the Western Hemisphere could assist individuals and organizations seeking to circumvent the law enforcement objectives that these programs are
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designed to address. Disclosure of this information therefore could reasonably be expected to risk circumvention of the law and is properly
redacted under FOIA Exemption 7(E).
The Department conducted a thorough review of the document and determined that there is no meaningful, non-exempt information that may be
reasonably segregated and released.
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